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8.3 Financial Controls
IMPORTANT
The reason(s) for INCLUSION can be either or both of the following:



Controls a risk to the ISMS (i.e. to management of information security) [ISO/IEC 27001, Clause 6.6.1];



Controls a risk to information [ISO/IEC 27001, Clause 6.6.2].


The reason for EXCLUSION is as follows:



Not required to control a risk.

	Ref.
	Title / Description
	Incl./
Excl.
	Reason(s)
	Implemented
(Yes / No)
	Notes on Implementation

	A.11 (a)
	Implementing a separation of duties, so that the same person cannot both initiate and approve a payment.
	
	
	
	

	A.11 (b)
	Implementing appropriate tiered levels of authority for payment approval (so that larger transactions require more senior management approval).
	
	
	
	

	A.11 (c)
	Verifying that the payee’s appointment and work or services carried out have been approved by the organization’s relevant approval mechanisms.
	
	
	
	

	A.11 (d)
	Requiring at least two signatures on payment approvals.
	
	
	
	

	A.11 (e)
	Requiring the appropriate supporting documentation to be annexed to payment approvals.
	
	
	
	

	A.11 (f)
	Restricting the use of cash and implementing effective cash control methods.
	
	
	
	

	A.11 (g)
	Requiring that payment categorizations and descriptions in the accounts are accurate and clear.
	
	
	
	

	A.11 (h)
	Implementing periodic management review of significant financial transactions.
	
	
	
	

	A.11 (i)
	Implementing periodic and independent financial audits and changing, on a regular basis, the person or the organization that carries out the audit.
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


8.4 Non‑Financial Controls

	Ref.
	Title / Description
	Incl./
Excl.
	Reason(s)
	Implemented
(Yes / No)
	Notes on Implementation

	A.12 (a)
	Using approved contractors, sub-contractors, suppliers and consultants that have undergone a prequalification process under which the likelihood of their participating in bribery is assessed. This process is likely to include due diligence.
	
	
	
	

	A.12 (b)
	Assessing:
(1) the necessity and legitimacy of the services to be provided by a business associate (excluding clients or customers) to the organization,
(2) whether the services were properly carried out;
(3) whether any payments to be made to the business associate are reasonable and proportionate with regard to those services.
	
	
	
	

	A.12 (c)
	Awarding contracts, where possible and reasonable, only after a fair and, where appropriate, transparent competitive tender process between at least three competitors has taken place.
	
	
	
	

	A.12 (d)
	Requiring at least two persons to evaluate the tenders and approve the award of a contract.
	
	
	
	

	A.12 (e)
	Implementing a separation of duties, so that personnel who approve the placement of a contract are different from those requesting the placement of the contract and are from a different department or function from those who manage the contract or approve work done under the contract.
	
	
	
	

	A.12 (f)
	Requiring the signatures of at least two persons on contracts, and on documents which change the terms of a contract or which approve work undertaken or supplies provided under the contract.
	
	
	
	

	A.12 (g)
	Placing a higher level of management oversight on potentially high bribery risk transactions.
	
	
	
	

	A.12 (h)
	Protecting the integrity of tenders and other price-sensitive information by restricting access to appropriate people.
	
	
	
	

	A.12 (i)
	Providing appropriate tools and templates to assist personnel (e.g. practical guidance, do’s and don’ts, approval ladders, checklists, forms, IT workflows).
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